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HSBCnet Security Services 

 

 Robust authentication processes 

 Protection against key-logging and ‘denial-of-service’ attacks 

 Two-factor authentication using one-time-password generating security 

devices or smart cards1 

 Encrypted sessions between customer and HSBC (TLS) 

 Protection of sensitive information in transit and storage to ensure 

confidentiality of customer data 

 Industry-standard Security mechanisms to protect the infrastructure 

 Regular independent review of system’s security 

 Robust and regularly reviewed information security policies covering 

systems and installation development and management 

 Comprehensive contingency and back-up arrangements 

 Twenty-four hours a day, seven days a week Security monitoring and 

centralised incident management team 

 Audit trail for administrative and transactional activities 
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PART A 

Introduction 

HSBC’s approach to Internet 
Security 

Ensuring robust security is essential to 

delivering products via the Internet. As 

technology develops, so do the various 

threats that business face in this 

environment and maintaining a suitably 

secure service requires a sound holistic 

approach to combating these risks. 

HSBC aims to provide our customers with 

a robust, reliable and secure online 

environment in which to do business.  We 

seek to achieve this through the adoption 

of ‘best of breed’ technologies, the 

formulation of proven best practice IT 

policies and procedures, and the 

dedication of expert resources to their 

implementation and monitoring.  We 

employ industry-standard technical 

solutions to authenticate our customers’ 

identifies when they log on, to ensure that 

their data is transmitted securely and 

reliably, and that the customer data we 

hold is protected.  We have back-up and 

contingency plans to ensure interruptions 

to the service, for whatever reason, are 

minimised.  Drawing on our considerable 

experience as providers of secure 

electronic banking systems, we also 

operate a control and support structure 

designed to ensure that we address all 

aspects of the risks faced in providing 

transactional banking online. 

 

 

 

 

 

 

 

This brief is designed to describe the 

technical and operational control features 

of HSBCnet.  This introduction describes 

the overall control and governance 

infrastructure within which all our Internet 

applications are developed and managed.  

Later sections of the document outline the 

main features of our security infrastructure. 

HSBC Policy and Standards 

The establishment, monitoring and periodic 

review of policies and procedures is a 

cornerstone of HSBC’s approach to the 

control of operating risks. We have a 

comprehensive set of IT standards 

covering all material areas of Internet 

application development, launch, support 

and maintenance, architecture and the 

management of IT installations. In 

particular, security standards and 

principles are laid down in the Group’s IT 

Security Policy and Standards. These 

standards, for which, the Group Chief 

Operating Officer has overall executive 

responsibility, are consistent with best 

industry practices (including ISO 17799, an 

international IT security management 

standard), and relevant regulatory 

requirements in the markets in which we 

operate.  

Responsibility on a day-to-day basis for 

this policy and, in particular, for ensuring it 

continues to provide a suitable framework 

for the management of security risks, rests 

with the Group Head of IT Security.  
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risk 
management 

Reflecting the rapid changes that occur in 

Internet technology (and therefore the 

nature of security risks faced), the policy is 

under continual review. In addition, formal 

periodic reviews and revision of policy are 

scheduled, based upon the input of 

business and IT Security professionals 

from around the Group. In this way, we can 

benefit from the experience of our staff in 

all the major markets in which we operate 

to ensure that policy addresses not only 

global but also local issues. 

IT security management 

IT Security professionals are located in the 

principal regions in which the Group 

operates. Their primary role is to advise 

management on IT security issues, but 

they also have a mandate to perform 

independent security reviews of Internet 

applications. Each major release of 

HSBCnet functionality is preceded by an 

independent review by IT Security, 

including a benchmarking against the 

Group’s IT Security Policy and Standards 

and platform and application-level 

vulnerability testing. All major issues are 

resolved to the satisfaction of IT Security 

before launch occurs. 

 

 

 

 

 

 

 

 

These staff monitor all aspects of IT 

Security relevant to our Internet 

applications on an ongoing basis, and 

carry out periodical reviews of the principal 

Group IT security risks within the major 

operating subsidiaries. 

Risk Management 

To ensure that a balanced and holistic 

approach to Internet security is maintained, 

we have established a number of specialist 

Internet risk functions. These functions 

work closely with IT Security and provide a 

critical interface to the business and those 

responsible for overall operating risks. This 

ensures that our approach to Internet risks 

is not isolated from the overall control and 

governance of our business.  

 

These functions include a Head of e-risk 

Management, dedicated to promoting 

operational risk management standards for 

our Internet systems (including HSBCnet), 

and a multi-function e-risk Steering Group 

that advises senior management on best 

practice and aids in formulating operating 

policies. 
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Internal and external audit 

HSBC has a strong and independent 

Internal Audit function, including a 

specialist team of IT auditors. Internal Audit 

work closely with the business to ensure 

that appropriate levels of technical, project, 

and operational controls are built into all 

our processes but retain independence. 

Internal Audit are required to review 

significant systems launches prior to 

implementation, and have a mandate to 

review any other product/systems 

developments based on their risk 

assessment of the development in 

question. 

 

In addition to assurances from Internal 

Audit, Group executive management and 

boards of directors are provided with 

regular briefings regarding the 

management of security risks in the Group 

by KPMG, the HSBC Group’s external 

auditors. 

 

Liaison with regulators 

HSBC maintains regular contact with 

regulators and benefits from discussions 

on relevant technical, management and 

market topics.  We have dedicated 

compliance officers in all major sites 

responsible for ensuring that our Internet 

systems satisfy the requirements of 

regulators in all the markets we operate, 

and we seek to actively participate in 

relevant industry bodies and on regulatory 

forums to help develop industry best 

practices. 

 

 

 

 

The HSBCnet environment 

Staff training and awareness 

HSBC places a strong emphasis on 

training to ensure that our staff are aware 

of the importance of security to our 

business and the nature of the constantly 

evolving risks we face. Every member of 

our staff must comply with a 

comprehensive set of security disciplines 

to ensure that they operate HSBC’s 

systems securely. 

Continual reassessment 

Vigilance is crucial in combating the 

security threats faced in the Internet 

environment. We continually examine the 

adequacy of our security measures to  

ensure we stay ahead of the game, and act 

swiftly if we identify vulnerabilities. 

 

The remainder of this brochure describes 

the salient features of HSBCnet security. 

These features will continue to evolve, 

however, and those described in 

forthcoming sections will be supplemented 

and enhanced. 

 

If there are any aspects of security that do 

not appear to be covered by this brochure 

that you would like to discuss, please 

contact your local HSBC representative. If 

it is information that we are comfortable 

sharing with you, we can hopefully provide 

the assurance you require. However, we 

hope you will understand that for your 
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security, there are aspects of our security 

arrangements that must remain 

confidential. 

 

The security, reliability and resilience of 

Internet systems should be founded on 

ensuring that the underlying infrastructure 

of the service is secured and appropriate 

contingency arrangements are in place. 

This section describes some of the key 

features of control HSBC employs to meet 

these requirements. Please note that for 

security reasons we cannot describe here 

all the security measures we operate, or 

elaborate in detail on those we do 

describe. In addition, in most cases  

we will not disclose the third party security 

products we use. 

Security 

A critical goal for ensuring that a robust 

and secure Internet service is provided is 

to secure the underlying infrastructure 

hosting and supporting the System. There 

are two key aspects to doing this: securing 

the perimeter to prevent and detect 

unauthorised external attempts to gain 

access to our systems, and controlling the 

Internet services infrastructure resident 

behind that perimeter. 

Securing the perimeter 

Denying access to the environment in 

which our Internet service operates by 

unauthorised external parties is a key 

target for ensuring the overall security of 

the System. Some of the measures in 

place to achieve this include: 

 Industry standard firewalls 

Firewalls regulate and monitor traffic 

between our systems and the Internet, 

assessing the authenticity and integrity 

of data transmissions and aiming to 

deny access to our systems by 

unauthorised parties. HSBC has 

implemented industry-standard firewalls 

to protect the perimeter and key 

infrastructure of our systems. Security 

engineers manage the firewalls centrally 

twenty-four hours a day, seven days a 

week, and the actions of firewall 

administrators are reviewed daily. All 

firewalls are hardened and minimised. 

 Industry standard network IDS (NIDS) 

Intrusion detection software maintains a 

constant watch on our systems. It aims 

to identify unusual network traffic that 

may contain harmful material and issues 

alerts or quarantines data files as 

necessary for subsequent analysis. 

HSBC has implemented an industry-

standard network intrusion detection 

system (NIDS), which is monitored 

twenty-four hours a day, seven days a 

week by a centralised security-

monitoring group. 

 Penetration testing     

Independent third party penetration 

testing is performed on our systems on 

a regular basis, simulating attacks 

against them in a controlled 

environment to see how they cope. 

 Access control 

To control necessary access to our 

systems, all HSBC technical personnel 

require two-factor authentication to gain 

access to devices within the secured 

perimeter and the Internet services 

infrastructure.  Although we cannot 

detail the nature of this access 

methodology, two-factor authentication 

works on the principle that staff are 

required not only to know something 

(e.g. password) but also to possess 

something (e.g. a Smart Card) to enable 

them to obtain access.  This represents 

a significant strengthening of security 
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over traditional single-factor 

authentication. 

Internet services infrastructure 

Equally important a goal as denying 

unauthorised access to our systems is 

ensuring that those systems are strictly 

controlled. Measures to achieve this 

include:

 Hardened infrastructure 

All servers are loaded and configured 

according to standard build 

requirements, including standard 

security toolkit. All servers are hardened 

and minimised according to functional 

requirements, and tested for security 

vulnerabilities prior to deployment (with 

all deficiencies resolved). Once 

deployed, all services are tested for 

security vulnerabilities on a regular 

basis. Security patches are 

implemented in line with a formal risk-

based approach. 

 Access control 

We use access management 

software to manage access to all 

infrastructure devices on a 

twenty-four hours a day, seven 

days a week basis. Non-

privileged access is only 

provided to those HSBC support 

personnel who require it and can 

provide the relevant HSBC 

specified approvals. Support 

personnel do not have standing 

privileged access. Once 

provided, privileged access is 

only granted for a period of time 

approved by HSBC; once that 

time has elapsed, access is 

revoked. 

 Host-based intrusion detection 

(HIDS) 

HSBC has implemented an industry-

standard host-based intrusion 

detection system (HIDS). HIDS is 

implemented on all servers within the 

Internet services infrastructure and, 

similar to NIDS, monitors server 

activity to identify harmful code or 

unusual activity. It is monitored 

twenty-four hours a day, seven days 

a week by a centralised security-

monitoring group. 

 Change Management 

We monitor and approve any 

changes to infrastructure using our 

Change Management Workflow 

application. 

 Infrastructure security testing 

In addition to testing of the secured 

perimeter, regular independent 

vulnerability testing is also performed on 

resident Internet services. 

 Web-applications security testing 

      Vulnerability testing of web-based    

applications is performed prior to the 

implementation of new code in the 

Internet service environment.  This 

means that any new functionality 

introduced to the HSBCnet Service will 

have been checked to assess its 

integrity before it is offered to you. 

Other measures 

   New vulnerability notification and  

response 

     A prominent nature of the Internet 

security risk is how quickly it evolves 

and changes. We aim to ensure that 

when new vulnerabilities are discovered 

or new methods of attacking systems 

are developed we are aware of them 

and can take prompt action. To this end, 

HSBC has implemented a centrally 
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security 

managed alert system that receives 

newly published security vulnerability 

notices (for all products used) and 

sends them to the responsible party 

based on pre-defined profiles. 

 Virus protection 

The increasing proliferation of malicious 

code, viruses, worms and hybrids is an 

unfortunate fact of the Internet 

environment. Such code has the 

potential to be highly destructive. HSBC 

employs industry-standard virus 

protection. 

 Security incident response program 

Despite all precautions, it is a fact of 

Internet security that intrusions can 

occur. Our aim in dealing with intrusions 

is to have the ability to identify and 

respond rapidly in the event that an 

incident does arise. HSBC has a 

centralized dedicated Incident Response 

team providing twenty-four hours a day, 

seven days a week coverage which 

manages all aspects of any incident in 

conjunction with your HSBCnet support 

centre. Major security incidents are 

managed and investigated according to a 

formal set of procedures. 

Contingency and recovery 

As critical a goal as security, is the aim of 

providing a stable and continuous service 

by establishing seamless and robust 

contingency arrangements. Two main 

targets of this are ensuring that a suitable 

infrastructure for hosting Services is 

available (with no degradation of service if 

contingency arrangements are invoked) 

and that individual product functionality can 

be rapidly recovered. 

 

Business and operations recovery 

 

HSBC has built a sound system 

infrastructure which aims to ensure a high 

degree of system availability. All key 

system components in the countries where 

we have a presence are connected with 

uninterrupted power supply (UPS) which 

aims to minimise the impact of power 

failures. 

 

Back-up technology and contingency 

arrangements are in place for all operating 

systems. There are also standby sites in 

the Hong Kong SAR, the UK and the USA. 

 

In all the major regions in which we 

operate, our in-house software developers 

provide 24-hour support for software 

failures. 

 

In addition to the recovery procedures for 

the various components supporting 

HSBCnet, we have systems failure 

contingency procedures for staff in our 

operations and support areas. Business 

recovery plans (BRPs) are also maintained 

and updated regularly by all branches and 

departments within HSBC. 
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Product recovery 

 

HSBC possesses a substantial disaster 

recovery capability that is designed to 

minimise the impact and duration of 

service disruptions to its customers and 

partners. At the core of this capability lies a 

robust multi-site network architecture with 

built-in redundancy and load-balancing 

features. Our web-site has disaster 

recovery capability, including a back-up 

site in a separate physical location. 

 

HSBCnet software requirements 

 

HSBC routinely reviews the status of 

software supported on HSBCnet to provide 

the best possible experience and the 

highest level of security on the internet.  

HSBCnet is designed to work with the 

following browser versions and operating 

systems. 

 

Software 

Operating System
1
 Browser

1
 

Windows 7 and above 

(recommended) 

Internet Explorer 8 

and above 

Windows Vista Internet Explorer 8 

and above 

Other supported browsers
2
 

Windows Vista / 

Windows 7 / Windows 

8 

Chrome version 18 

and above 

Firefox version 14 and 

above 

Apple Mac OS x 10.8 

and above 

Safari version 6 and 

above 

 
1 Windows XP and IE7 users: Please note, 
as of April 2014, HSBC has ceased 
support for the Windows XP operating 
system and the IE7 browser.  This is in line 
with Microsoft’s own demise for Windows 
XP (and by default its IE7 browser) support 
from that date.  While we no longer support 

 

Windows XP or IE7, there are no plans to 

withdraw access to those users still 

wishing to use XP or IE7, however you 

should be aware that this may lead to 

performance of compatibility issues in the 

longer term. 

 
2 HSBCnet is in the process of optimising 

our services to be used with other 

commonly-used web browsers.  While we 

have made every effort to ensure 

compatibility with the most commonly used 

browsers, depending on your chosen OS 

and browser combination, you may 

experience an issue. 

 

In the unlikely event you do experience any 

compatibility issues with your choice of 

browser when using HSBCnet, please 

contact your local HSBCnet support centre. 

 

Please note that all operating system and 

browser configurations should be kept up 

to date with the latest service packs and 

security patches as issued by the vendor.   

 

HSBCnet security features 

 

When considering the security of an 

Internet product (as opposed to the 

underlying infrastructure dealt with in the 

preceding section), HSBC has identified 

three key areas of interest: 

 How does the product authenticate my 

identity to ensure that only an 

authorised user can obtain access and, 

therefore, ensure that transactions I 

perform can be uniquely identified (non-

repudiation)? 

 How secure is the data transmission 

between me and HSBC? 
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 How secure is my confidential business 

data? 

This section details the security features of 

the HSBCnet application that aim to 

address each of these areas, and 

discusses other security and control 

features of the System. 

 

Please note that, once again, for security 

reasons this section does not describe the 

features of the System and controls we 

operate in full. 

Authentication 

 

Security credentials and two-factor 

authentication 

 

HSBCnet aims to authenticate users 

logging onto the system based on a set of 

the credentials, each designed to combat 

various aspects of the risks faced when 

authenticating identity over the Internet. 

HSBCnet authenticates a user’s identity in 

a number of ways, each designed to match 

the risks associated with the service or  

function being accessed to an appropriate 

level of security. These methods include 

traditional usernames and passwords, 

supplemented by the use of an additional 

credential we call a Memorable Question 

that provides protection against denial of 

service attacks, and two-factor 

authentication using smart cards and one-

time password generating security devices

 

Higher risk services and functions are 

protected by two-factor authentication (in 

the case of security devices at log on 

level). Two-factor authentication represents 

a significant enhancement to traditional 

password based security as it is based 

upon not only something you know—in this 

case a PIN number—but also something 

you must physically possess. A potential 

attacker, therefore, must obtain the 

physical second factor—the security device 

or smart card—and the PIN that protects it 

before being able to compromise a User’s 

account, eliminating many of the pervasive 

risks that arise from the distributed nature 

of the Internet. 

 

 

Unauthorised access attempts 

 

If someone tries to access your HSBCnet 

user account without the proper  

credentials, the System will lock the 

account after a number of unsuccessful 

attempts. 

 

However, in order to mitigate the risk of 

someone maliciously locking your 

HSBCnet user account, HSBC has 

implemented denial-of-service protection. 

This aims to ensure that someone who 

knows only a user’s username is unable to 

lock out that user’s account simply by 

entering incorrect values when challenged. 

 

Encrypted sessions using TLS  

 

Security sensitive data (e.g. password) is 

masked on screen when entered. When  

being transmitted to HSBC from the 

customer’s browser, the transmission of 

data is encrypted (via TLS – Transport 

Layer Security). On reaching HSBC, this 

data is encrypted within the databases. 

Even HSBCnet administrators do not have 

access to this information. 

 

 

If someone obtained my credentials and 

was able to access the system, how 

could I determine whether that had 

occurred? 

 

There are facilities within the HSBCnet 

application that the Customer can use to 

review activities performed by a specific 

username. 
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identification 

 When you log in, your main landing 

page will indicate the last time this 

account logged in. 

 Any business or administrative 

activities performed by the user 

account can be viewed by the ‘activity 

query’ facility (see next page).. 

Security of data transmissions 

 

Both the transmission of security details 

and all online administrative or 

transactional activities between the user 

and HSBCnet are encrypted using the TLS 

protocol. 

 

 

Basic encryption involves the transmission 

of data from one party to another. The 

sender encodes the data by scrambling it, 

then sends it on. The receiver must 

unscramble the data with the correct 

‘decoder’ in order to read and use it. The 

effectiveness of encryption is measured in 

terms of how complex the key used is. The 

more complex the key, the longer it would 

take for someone without the correct 

decoder to break the code. TLS is an 

industry-standard protocol to secure 

Internet communications between web 

browsers and HSBC. HSBC currently 

supports TLS 1.0, 1.1 and 1.2 

 

 

 

 

 

 

Data confidentiality and integrity 

 

HSBC employs security industry best 

practices to protect customer or personal 

data. Our data privacy statement is 

presented to each user for agreement at 

the time of registration and details the 

protection that users are afforded. 

 

 

In addition, no user’s information is written 

to disc or stored on Internet-facing web 

servers. The web servers are separated 

physically from the back office databases 

that hold the transaction data. Therefore, 

no transaction customer information is kept 

on the web servers. 

 

Sensitive data such as customer 

passwords are stored in encrypted 

databases using a hardware security 

module. 

Functional features 

 

Described below are some of the functional 

features built into HSBCnet to enable the 

Customer to more easily control the use of 

the System. 

 

 Access levels 

HSBCnet provides two access levels for 

customer staff. System Administrators 

can perform (under either dual or sole 

control) general administrative tasks 

such as the set up and entitlement of 

users to HSBCnet tools, ordering of 

Smart Cards and the suspension or 

deletion of users. End users have no 

access to administrative functions. 

Either type of user can be allocated 

transactional functionality, but the 

System is flexible enough to allow for 

the complete segregation of 

administrative and transactional 

functions. 
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access 

control 

 User access control 

The access control tool allows your 

designated HSBCnet system 

administrators to determine individual 

user access rights and entitlements, 

down to account level viewing and 

payment authorisation limits.  

The number of users required to 

authorise a payment can be set, as well 

as the combinations of user levels for 

differing values of payments.   You can 

establish a system that requires 

authorisation for payments over a 

certain value from a separate country or 

at head office.  

This enables complete control of access 

and authorisation while allowing 

payments to be processed efficiently. 

 Dual authorisation control 

All critical administrative and business 

functions in HSBCnet can be controlled 

on a dual authorisation basis (one user 

submits a transaction/request; another 

is required to authorise it). However, the 

application provides the flexibility for the 

customer to define whether they require 

dual authorisation).  

 

 

 

 

 

 

 

 

 

In normal operating circumstances we 

would, however, strongly recommend 

that the dual control option is selected. 

 Activity log tools (audit trail) 

Key administrative and transactional 

events are logged by HSBCnet and 

available for viewing online via the 

activity query log tools. An audit trail is 

provided allowing for retrospective 

internal control and financial auditing of 

System’s activity. 

 Session time-outs 

HSBCnet enforces idle (inactivity) 

session timeouts. If a session remains 

inactive for a set period of time, the 

session will be terminated and the user 

will be required to log back into the 

application. Moreover, the pages the 

user has viewed during the session 

expire to prevent it from being stored in 

the browser, where they could be 

accessed later by another user. 
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Frequently asked questions 

 

This section contains a series of questions 

relating to security not explicitly covered in 

the preceding sections that may be of 

interest to you 

 
How do I know I am logging onto 
HSBCnet and not a false (spoof) site? 
 

The simulation of genuine business 

websites by fraudsters is increasingly 

common. The aim is to trick users into 

entering confidential security information to 

the fake site in the belief they are logging 

onto a genuine service, thus compromising  

these credentials. To combat this, 

HSBCnet has a server certificate that 

verifies the service hosted is a genuine 

HSBC service when a user logs in. 

 

 

Care must be taken, however, when 

relying upon server certificates. Each user 

must be diligent to ensure when 

establishing an HTTPS connection that 

he/she trusts the certificates being 

presented. When connecting to the 

HSBCnet website, if a warning message 

appears,  you should review the warning 

very carefully prior to accepting and 

creating a trust relationship. If you 

establish a trust (by accepting a new 

certificate) with a malicious entity, then all 

the information you enter is at risk. 

 

 

 

It is worth noting that, although the 

spoofing technique described above could 

lead a user to compromise his/her security 

credentials, the use by HSBCnet of two-

factor authentication ensures that this 

method alone will not allow an attacker to 

compromise transactional services. 

 

 
Should I specify the bank's IP address 
on my firewall? 
 

 

HSBC is on the public domain, therefore 

you will not need to specify the bank’s IP 

address. 

 

 
What are cookies? 

 

Cookies are pieces of information stored 

directly on the computer you are using. 

They are used to provide you with a more 

efficient and more consistent experience at 

a site. Cookies contain information about 

your computer preferences that allows 

customisation of the site for your use. 

 

Cookies can contain expiration dates and 

specific instructions on which web sites 

can read them. 

 

 
Does HSBCnet use cookies? 
 

 

Yes, but only transient cookies that are 

automatically deleted when you close your 

browser. Our cookies are used to provide 

you with a more efficient and consistent 

experience at our site. Cookies contain 

information about your computer 

preferences that allows customisation of 

the site for your use. However, for 

HSBCnet, cookies are used for session 

management purpose. A session cookie is 

used to manage the user’s sessions while 

they are logged on. The data held in the 

cookie is not directly recoverable—it is a 

reference to the user's profile and this is 
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held securely on our own servers. We do 

not store any sensitive customer 

information in the cookie itself. 

 

 

What will be left on the users PC after a 

HSBCnet session? 

 

Both the session cookie and the market 

data cookie are transient and will be 

removed at the end of the session. 

 

There may also be some RAM memory still 

used after the program has finished, but 

this is normal and is reused by other 

applications as and when required. 

 

Some HSBCnet applications may load files 

(e.g. copies of statements) to temporary 

Internet file folders.  These files will need to 

be manually removed by the user 

his/herself. 

 

 
Does HSBCnet use applets? 
 

We do not currently use applets on any 

pages created by HSBC.com. 

 
 
Does HSBCnet use JavaScript? 

 

HSBCnet uses JavaScript but we restrict 

its use to user interface aspects of the site  

and we do not use JavaScript to handle 

customer data. 

 
How are the following security related 
legal issues addressed: 
 

 Encryption key recovery, escrow, 

contractual back-out processes, liability 

for disputed transactions? 

Whilst HSBC has defined processes for 

key recovery and key management, any 

legal issues relating to encryption keys 

are handled on a case-by-case basis. 

 

 Contractual back-out processes, liability 

for disputed transactions? 

The framework for contractual obligation 

and transaction liability is broadly 

covered within the Customer 

Agreement. 

 
How does HSBC monitor to detect 
application denial of service (DOS) 
attacks? 
 

 HSBC monitors the login process and if 

response times exceed a threshold, 

then we will investigate. 

 

 HSBC monitors processor utilisation 

and if thresholds are exceeded, then DC 

Operations will investigate. 

 

 Both systems are monitored twenty-four 

hours a day, seven days a week. 

 

The security partnership 

Ensuring that online banking can be 

carried out in a secure environment is 

ultimately dependent not only upon the 

service provider designing, building and 

managing robust systems, but also upon 

users exercising sensible security 

precautions. 
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questions 

HSBC expects that users will comply with 

the basic principles of good Internet 

security when operating HSBCnet. For 

example, we do not expect our users to 

disclose their passwords to anyone and will 

exercise suitable controls over the physical 

security of tokens issued by the bank to 

customers, e.g. smart cards, security 

devices. 

 

This also extends to the need for 

customers to exercise reasonable security 

precautions in the operation of their own 

computer systems (commensurate with 

their relative complexity). For example, we 

expect customers to install and maintain 

network firewalls and perform virus 

checking regularly.  

 

Some of these security requirements are 

set out in Part B of this brief, called the 

Access Control Procedures. We also 

expect customers to follow any security  

advisories we may issue from time-to-time 

regarding the operation of the system. 

Customer support and guidance 

HSBC recognises the importance of 

assisting our customers to protect 

themselves from a wide range of IT 

security risks. 

 

We have a security awareness web site 

that can be accessed via HSBCnet, which 

we would encourage all customers to use. 

 

Additional materials related to this area 

and other key aspects of Internet security, 

such as the use of e-mail and the Internet 

and materials detailing the nature of 

security threats faced, including issues  

such as social engineering, will also be 

available online to HSBCnet users. In 

addition, advice on security practices can 

also be provided on request by your HSBC 

representative.  
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PART B 

Access Control Procedures – HSBCnet Security Procedures 

1. Introduction 
 
This document sets out the Security Procedures (Access Control Procedures) for the 
HSBCnet E Channel and is a Supporting Document that forms part of Your Customer 
Agreement. 
 

The main aim of the Security Procedures is 

to set out the security obligations of You 

and Your Users.  

 
The Security Procedures:  
 

     (a) Outline the processes and 

procedures that Users must comply with 

when accessing the E-Channel and any 

products or Services made available to 

You through HSBCnet (Products); and 

  

     (b) Outline the different authorisations 

that Users may be allocated and the 

restrictions that may be placed on their 

use of HSBCnet and any Products and 

provide You with information about the 

security of HSBCnet so that You can 

assess and accept the risk in using the 

E-Channel. 

 

Capitalised Terms used but not defined in 

these Security Procedures are as defined 

in the other Relationship Documents that 

form Your contract for the provision of the 

E-Channel.  

 

2 The E-Channel - HSBCnet 

 

HSBCnet is accessed via Our internet 

portal through which You access Your 

selected Products. To access HSBCnet 

You will require browser software and an 

internet connection. 

 

 

 

 

3 Your Use of HSBCnet 

 

HSBCnet provides a variety of functionality 

and access to Products using a number of 

different authentication methods. Typically 

these are either password based and/or 

involve the use of a physical security token 

issued to You by Us (often referred to as 

two-factor authentication). 

 

Your Users will access the E-Channel and 

the Products using the relevant 

authentication method. All Customer 

Instructions (Instructions) received by Us 

after such authentication method is used 

will be considered to be consented to and 

authorised by You. 

 

The Group may vary the nature of 

authentication methods and enhance 

security for any or all of the E-Channels 

and/or the Products from time to time.  
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Please note, the full range of 

authentication methods may not be 

available to all Users.  

 

4 HSBCnet Users 
 
HSBCnet has the following types of Users: 

(a) Users 

Users are representatives authorised by 

You to use HSBCnet. Users are set up 

by Your nominated System 

Administrators. Beyond the initial 

System Administrators who are set up 

by Us, all subsequent Users (including 

subsequent System Administrators) are 

set up and controlled by Your System 

Administrators directly; and 

 

(b) System Administrators 
 

System Administrators are responsible 

for the set up, authorisation and 

administration of Users (including 

other System Administrators). 

System Administrators define what 

Products the Users have access to and 

where permitted, set levels of entitlements 

for those Users. For example, a System 

Administrator would be able to entitle a 

User to the cross border account reporting 

service and then define what accounts the 

User could actually view. 

System Administrators administer the use 

of HSBCnet by all Users. They are 

responsible for ensuring that User profiles 

are suspended and/or deleted where 

appropriate, in situations that include: 

(a) Suspension of a User when the 

User is on leave; 

(b) Deletion of a User when the User 

is leaving Your organisation; and 

(c) Suspension/or deletion of a User 

when there is concern about the 

conduct of that User and/or their 

entitlements. 

 

Any such action should be taken as soon 

as You are aware of any such event or in 

the event that any concern arises with 

regard to a User and their access to the E 

Channel.   

System Administrators are authorised to 

reset Users’ passwords and maintain their 

profiles when required. Additional 

information on how System Administrators 

set up and entitle Users can be found in 

the HSBCnet customer guides; 

 
Auto-entitled initial System 
Administrators 

 

When completing the HSBCnet Application 

Form, You will be presented with the option 

of selecting one or more of Your initial 

System Administrators for ‘Auto-

Entitlement’. By selecting this option, Your 

System Administrators will automatically be 

granted: 

(a) Access to all accounts 

(current and those added in 

the future);  

(b) All administration privileges 
(including the set up and 
entitlement for other new 
users); 

 
(c) A set of related tools and 

services. 

 

When considering the auto-entitlement 

option, please ensure You select only 

those Users that are suitably authorised in 

Your organisation to receive this access. 

 

User Identification 
 

You are responsible for verifying the 

identity of Your Users, particularly those 

Users that are entitled to authorise 

Instructions and Communications on Your 

behalf. 
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Some or all of Your Users, including 

System Administrators, may need to be 

formally identified and have their identity 

verified by Us for money laundering or 

other compliance purposes. We will advise 

You what documents are required to be 

presented if this is the case. 

Individuals should only be permitted access to one 

username on an HSBCnet customer profile.  

If individual HSBCnet users have access to 
and/or use of more than one username, 
the effectiveness of our built in security 
features are not put to full use and 
customers are automatically exposed to 
increased fraud risk. Unauthorised parties 
can take advantage of these scenarios to 
gain access to a profile, input and then 
authorise transactions.  

 

5 Registration for HSBCnet 
 

The Registration process for HSBCnet is 
as follows: 

Completion of the Relationship 
Documents 

The Relationship Documents form the 

contract between You and Us for the 

provision of the relevant E-Channel – 

HSBCnet. 

If You wish for one of Your subsidiaries to 

report accounts to You through HSBCnet 

(that subsidiary then becoming a Customer 

Associate), You will need to ensure that 

each relevant subsidiary completes and 

signs the Customer Associate Letter of 

Authority. Alternatively, when opening an 

Account using the Relationship 

Documents, that subsidiary can request 

the Account to be reported to Your 

HSBCnet profile, in which case they agree 

to the terms of the Customer Associate 

Annex. 

Initial Systems Administrator 
Registration 

You will be requested to provide Us with 

the required information for a maximum of 

four initial System Administrators. We will 

set up these initial System Administrators 

for You. You are responsible for all 

subsequent aspects of the set up of 

additional System Administrators and 

Users. 

 

Additional User Registration 

The registration process for additional 

Users is similar to the initial Systems 

Administrator registration process 

described above with Users completing an 

online form, which is subsequently 

approved by Your Systems Administrator. 

Please note that additional System 

Administrators’ identities may need to be 

verified by Us as described in the above 

section entitled ‘User Identification’. 

When processing a new User registration 

request, System Administrators are 

required in all cases, to cross-check the 

legitimacy of its source using a channel 

other than the Internet. By their very 

nature, new registration requests are not 

submitted over a secure channel, therefore 

Your System Administrators need to satisfy 

themselves that any such requests are 

genuine and that requests are validated. 

 

 

6 Authentication Credentials 

 

This section describes the various 

credentials used to access HSBCnet and 

Products. Please note that some or all of 

these methods may be used to 

authenticate Your Users when accessing 

HSBCnet and the use of such credentials 

may be varied from time to time at Our sole 

discretion if We deem it necessary to 

enhance or modify Our security. In 

addition, not all authentication methods will 
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necessarily be available to You and where 

there is a possible choice of authentication 

method, We reserve the right to determine 

the security method that We believe is 

most suitable for You. 

 

Password 

The password is a minimum eight-

character alphanumeric string chosen by 

the User at the time of registration 

 
Memorable Answer 

During the HSBCnet online User 

registration, Users are required to select a 

memorable question and answer. The 

memorable answer may be requested at 

logon as an additional security measure

 

PIN Protected Security Device 

This is a PIN protected device that 

generates unique dynamic pass codes for 

accessing HSBCnet. These pass codes 

can only be used once, they expire after a 

short period of time and are unique to each 

device and to each individual User’s profile 

at any particular point in time. On this  

basis, security devices must be kept 

secure at all times and must not be shared. 

 

The security device is used both to access 

HSBCnet at the point of log on and to re-

authenticate identity when accessing 

certain tools or Products via HSBCnet. 

Smart cards and security devices are both 

examples of what is commonly known as 

two-factor authentication, a form of 

identification that requires a User not only 

to have knowledge of the device PIN but 

also to physically possess the device itself 

at the time of log on.  

 

PIN Protected Security Device with 
event based e-signing capabilities 
 

This device offers similar logon 

functionality as the previous PIN protected 

security device, but also includes the 

functionality to allow for e-signing of 

significant activities. For example when a 

wire payment is created to a new 

beneficiary account, the User creating the 

payment will be required to enter in the last 

5 digits of the beneficiary account into the 

security device, which will create a unique 

time sensitive response code that the User 

must submit to HSBCnet. 

 
PIN Protected Smart Card 
 

This is a smart card that contains a pre-

loaded digital certificate. To access certain 

tools and Products, Users must insert their 

smart card into the provided smart card 

reader and enter an additional PIN. 

7 Security Dos and Don’ts 

You are responsible for Your own systems, 

connectivity and for Your Instructions to 

Us. You must implement the following to 

protect Yourself including: 

 

Security Credentials 

Users must keep their security credentials 

(password, memorable answer, security 
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answers, smart card PIN, Security Device 

PIN or any other security credential 

required to access HSBCnet as applicable) 

secure and secret at all times and ensure 

no unauthorised use is made or attempted 

to be made of these credentials. In 

particular: 

 Never write, record or reveal these 

credentials to anyone else; 

 Promptly destroy any advice of 

credentials from Us or other parties; 

 Do not use security credentials that 

may be easy to guess or deduce 

(e.g. personal details, simple 

number combinations); 

 Never record passwords, 

memorable answers, security 

answers or PINs on any software 

which can retain it automatically (for 

example, any computer screen 

prompts or ‘save password’ feature 

or the like on a User’s Internet 

browser); 

 Ensure Users are not overlooked by 

anyone or monitored by closed 

circuit TV while logging on to 

HSBCnet; 

 It is highly advisable to have 

dedicated terminals for Your Users 

that are only used for accessing 

HSBCnet in order to reduce the 

likelihood of malicious code being 

loaded onto a device.  This device 

should not be used for general web 

browsing, e-mailing, or social 

networking; 

 Change Smartcard PINs as soon as 

they are received, and both 

passwords and PINs on a regular 

basis going forward; 

 Never disclose Your security 

credentials to any of Our staff or 

internally within Your organisation. 

You should be cautious of any 

correspondence or communication 

purporting to originate from Us or 

from any third party requesting the 

disclosure of Your passwords, 

security credentials of Users, or any 

account details. You must report 

any suspicious activity, any possible 

concern or suspicious 

correspondence or communication 

to Us as soon as it occurs; 

 Ensure that, if You have any 

suspicion that Your credentials may 

have been in full or part 

compromised in any way, You 

immediately take appropriate action 

to protect Your User(s)’ profile by 

either changing them or by 

suspending the User while 

appropriate action is taken. You 

should also review recent activity on 

Your bank account(s) and User 

profile(s) as soon as You suspect 

Your credentials may have been 

compromised to identify any 

unauthorised actions and You must 

inform Us immediately of any 

discrepancies; and 

 It is Your responsibility to regularly 

review Your bank account(s) and 

User(s)’ profile activity to ensure 

that there are no irregularities and in 

the event that You do discover any 

irregularities, You must notify Us 

immediately. 

 

Physical Security Tokens, Smart Cards 
and Security Devices 

Physical security tokens (and where 

necessary, PINs) are distributed to You 

using a variety of forms of delivery. You 

must inform Us promptly if within a 

reasonable period of time (normally seven 

days) of dispatch, You have not received 

the package(s) sent. 

Where packages containing security 

materials cannot be delivered directly to 

the appropriate individuals in Your 

company e.g. where Your mail room takes 
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delivery, You are responsible for ensuring 

that the third party passes the package 

directly to the User. 

When using a physical security token to 

access HSBCnet and Products, once the 

User has logged on using the device, a 

secure session is opened that remains 

open until the User logs off or the session 

times out due to inactivity. It is therefore 

very important that You and Your Users log 

off from HSBCnet when leaving Your 

terminal unattended, even if the Product 

that was accessed using the physical 

security device is itself closed. 

Users should always remove smartcards 

from the reader when they are not 

accessing HSBCnet.  

You should never leave physical security 

tokens unguarded or where they could be 

misappropriated regardless of the fact that 

they are PIN protected. This includes 

ensuring that devices are stored in a 

secure place when not in use. 

You should never give access to Your 

physical security device to another person 

and any loss of a security device must be 

advised to Us immediately.  

Physical security devices must be stored 

under safe conditions to ensure they 

remain in an operating condition. You 

should avoid: 

 Extreme temperatures 

 High humidity 

 Direct sunlight 

 Incorrect voltages 

 Corrosive or chemical substances 

 Water, detergent, bleach, alcohol 

You should always follow the usage and 

security guidance published on 

www.HSBCnet.com or in customer guides 

provided by Us. 

Please note that We reserve the right to 

demand the immediate return of any 

security device if We believe it has being 

misused. 

 

Digital Certificate Management 

 

Digital certificates stored on the smart card 

device must not be sent to any other party 

or used for any other purpose than to 

access HSBCnet. 

 
 
System Compatibility 

 

You must ensure that You have compatible 

hardware and software in order to access 

the relevant HSBCnet. Minimum technical 

requirements are detailed in the HSBCnet 

customer guides.  

You agree that You operate information 

technology and system controls in line with 

relevant laws and regulations, for example, 

Sarbanes-Oxley, as applicable. 

 
Security standards 
 

You must review Your internal security 

measures on a regular basis to ensure 

protection remains up to date and in line 

with regulatory and industry best practice 

guidance. In particular, this includes but is 

not limited to the following: 

 Encryption technology You use in 

relation to the relevant HSBCnet 

must be compliant with the local law 

where HSBCnet is being accessed; 

 You shall use and maintain spam 

filters, desktop firewalls, and real-

time anti-virus software.  These 

tools should be updated and used to 

scan Your computers at intervals 

commensurate to the receipt of 

updates; 
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 You shall install security updates 

and application patches to operating 

systems and all applications, as 

they become available; and 

 Do not use public Internet access 

points (e.g. Internet cafes, public 

Wi-Fi hotspots) to access HSBCnet 

or Your accounts or Personal 

Information. If these access points 

must be used then a VPN (Virtual 

Private Network) must be employed. 

Your internal procedures should include 

guidance on acceptable web browser and 

email usage. Such guidance should 

include: 

(a) Advice to Users to be very wary of 

unsolicited or undesired email 

messages (also known as “spam”) 

and the links contained in them. 

Users should not respond to or open 

attachments or click on links in 

unsolicited e-mails. If a message 

appears to be from Your financial 

institution and requests account 

information, do not use any of the 

links provided.  

(b) Advice to Users to be wary of  

browser pop-up messages claiming 

Your machine is infected and 

offering software to scan and fix the 

problem as it could be malicious 

software that allows fraudsters to 

remotely access and control Your 

computer. 

(c) Advice to Users to be very wary of 

unsolicited Emails, letters or phone 

calls from unconfirmed sources 

requesting new payments or 

amendments to existing payments.  

Although many of these Instructions 

may appear to be from a known 

source, Users must not action until 

independent confirmation has been 

received (i.e. for supplier requests, 

do not reply directly to the email but 

call the company from a published 

phone line. 

HSBCnet Access 
 

To prevent unauthorised access to 

HSBCnet and/or to minimise Your 

exposure to any potential security threats, 

You must ensure that: 

(a) Users log off the HSBCnet after 

use and do not allow access to 

these terminals whilst logged on 

to HSBCnet; 

(b) Users log off HSBCnet 

correctly, following the specified 

logout process (within HSBCnet 

Users should select the ‘Logout’ 

button at the top right corner of 

the screen) instead of just 

closing the browser window; 

and 

(c) Smart card Users must remove 

their smart card from the reader 

every time they log off. 

(d) You must never provide any 

information over the phone 

when the caller’s identity has 

not been confirmed.  It is Your 

responsibility to collect the 

details and verify the caller’s 

identity through an independent 

means either by contacting Us 

via published lines or through a 

known contact.  You will never 

be requested by Us to provide 

any password information. 

You must notify Us immediately of any 

unauthorised or suspected access or use 

to HSBCnet (including credentials) or any 

unauthorised, unknown or suspected 

transaction, Communication or Instruction. 

You must notify Us immediately if: 

 Your browser access to HSBCnet 

appears unusual and/or 

unresponsive; 

 You notice changes in the way 

things appear;  
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 You receive a message that the 

system is unavailable after You 

have provided Your security 

credentials;  

 You receive an unexpected request 

for a security credential or event e-

signature in the middle of an online 

session; 

 If You detect suspicious activity You 

must immediately cease all online 

activity with HSBCnet and remove 

any computer systems that may be 

compromised from the network:  

 You receive unusual pop-up 

messages; or 

 You find new or unexpected 

toolbars and/or icons.  

When performing electronic signing of 

events with the signing capable security 

device, Users must validate the accuracy 

of the data they are being asked to sign 

(i.e. that the beneficiary account numbers 

they are asked to sign through HSBCnet 

are consistent with the data on their 

internal payment system or 

documentation).  You must immediately 

notify Us if the information presented 

online deviates from their actual event 

details.   

You must immediately remove access 

rights of Your Users and notify Us 

immediately of any actual or suspected 

impropriety on the part of any User in 

connection with the use of HSBCnet and/or 

any of the Products or tools that can be 

accessed by it, or where a User is no 

longer authorised to use HSBCnet (due to 

leaving employment or otherwise). 

You must comply with all reasonable 

requests from the Group, the police or 

other regulatory authorities in identifying 

actual or potential breaches of security. 

You must perform daily reconciliation of 

payment Instructions executed via 

HSBCnet. 

HSBCnet Mobile 

If You access HSBCnet via a mobile 

device the following security controls must 

be followed: 

 Do not store Your HSBCnet User or 

profile details on Your mobile 

device; 

 Ensure Your mobile device is 

updated with the latest anti-virus 

and anti-spyware software; 

 Avoid sharing Your mobile device 

with others; 

 Do not leave Your mobile phone 

unattended after logging on to 

HSBCnet Mobile; 

 For added peace of mind, click the 

‘Logout’ button when You are 

finished with HSBCnet Mobile; 

 To prevent unauthorised access to 

Your mobile device, enable its 

automatic pass code lock feature, 

and; 

 Avoid using an ‘unlocked’ mobile 

device or a device with any 

unauthorised modifications when 

accessing HSBCnet Mobile; 
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 Avoid using other mobile devices 

not on the approved list to access 

HSBCnet Mobile; 

 Use default browsers originally 

provided with your mobile device; 

 Avoid installing applications on your 

mobile device from unknown 

sources; 

 When connecting to a wireless 

network using your mobile device, 

use only trusted networks or service 

providers and enable additional 

security protection, such as Wi-Fi 

Protected Access (WPA), if 

possible. 

HSBCnet File Upload  

In order to deliver the file containing 

Instructions to Us, You must provide the 

information required in the file upload tool 

including the file type, format, authorisation 

level required and country (where 

appropriate) before selecting the file from 

the specified location. Once You have 

selected ‘Go’ and We have received the 

file, We will issue a simple on-screen 

acknowledgment confirming the file has 

been received by Us. We will then perform 

some initial validation before issuing a file 

acknowledgment report which can be 

accessed through the Report and File 

Download function. 

 

 

You are responsible for advising Us 

immediately of the receipt of a file 

acknowledgment report for which no file 

was sent, any inaccuracy in the file 

acknowledgment report or failure to receive 

a file acknowledgment report within a 

reasonable period of time. The HSBCnet 

file upload tool will take the file containing 

Your Instructions from the specified 

location at Your site and send it to Us. It is 

therefore important that measures are 

taken to minimise the chance that the file is 

tampered with before being sent. You are 

responsible for ensuring that only files that 

have been properly authorised according 

to Your own internal procedures are sent to 

Us using the file upload tool. We will treat a 

file (and Your Instructions it contains) 

received by Us via the file upload tool as 

having been properly authorised by You. 

 

In all situations, but particularly where pre-

authorised files of Instructions are sent to 

Us, it is Your obligation to ensure that the 

above measures are taken. 

 

End Point Security – We may at any time, 

insist upon you taking additional measures 

to protect your operating environment 

against fraud attack including (but not 

limited to) the devices used to access 

HSBCnet in Your offices and elsewhere.  

These measures may include third party 

end-user security software which helps to 

protect Your devices against malicious 

software including Banking Trojans, 

Information Stealers and Malware. 

8 Trouble Shooting 

 

Technical Support 

 

Technical support in relation to HSBCnet is 

available to all Users as follows: 

 Online help text 

Help text is available on HSBCnet that can 

assist Users to identify and resolve 

common technical issues. 

 Systems Administrator support 
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For most problems with HSBCnet, Users 

are expected to talk to their System 

Administrators to try and resolve them.  

 

System Administrators have the ability to 

perform various tasks including amending 

User’s entitlements and resetting their 

passwords. 

 

User Suspension 
 

HSBCnet permits System Administrators to 

suspend other Users. This feature should 

be used in situations where a User is 

required to be temporarily disabled from 

using HSBCnet, e.g. during a holiday 

absence. It is not intended for use in a 

situation where material security concerns 

exist about a User’s behaviour. In such a 

case, the System Administrators should 

immediately delete the User from HSBCnet 

and revoke the User’s smart card (if held).  

 

If suspension is the only option available 

(for instance, because the User needs to 

be disabled urgently and no other System 

Administrator is available to approve the 

deletion), it should be undertaken in 

conjunction with other protective 

measures, such as the retrieval of the 

User’s smart card. If in doubt, please call 

Us immediately for assistance. Users need 

to be in ‘Active’ or ‘Approved’ status before 

they can be suspended. Once a User has 

been suspended, it is important that no 

further maintenance is undertaken on that 

User’s profile or access rights prior to their 

eventual reactivation/deletion. 

 

 

Banking Support 

 

In the event that You are unable to use 

HSBCnet, You should contact Our 

helpdesk in order to discuss contingency 

arrangements. © HSBC Bank plc 2011. All 

rights reserved. 
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